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When to allow children a 
smartphone has become 
among the most pivotal 
of parental decisions in 
the decade since Apple 
Inc.’s iPhone remade daily 
habits.

“

—Betsy Morris, The Wall Street Journal



What’s a digital native?
Your child, if he/she was born after 1998! Modern teenagers have grown up in a world, not in 
which they had to adapt to technology, but in which it was assumed. They’ve never known a 
world without it. Because of this, they’re considered “digital natives” (as opposed to us oldies, 
who are “digital immigrants,” i.e. we had to learn to use it later in our lives). Because smart-
phones are so ingrained in every part of their lives, it’s normal for digital natives to think of 
their devices as extensions of themselves.

As of June 2017, over 75% of adults in the U.S. own a smartphone, and a growing number 
of people rely on smartphones for accessing the internet. In 2015, Pew Research Center 
did a study on American teenagers’ use of technology and social media, defining teens as 
anyone aged 13-17. 88% of U.S. teens use either smartphones or cell phones, and 73% own 
smartphones. 91% of teens use smartphones for accessing the internet, and a majority of 
teenagers go online more than once a day. 

There Are Trends, 
and There Are Cultural Shifts

Smartphones aren’t just a fad like the latest TV show or social media app. One journalist 
believes that smartphones have, in fact, “revolutionized society.” While extreme, this 
statement might not be an exaggeration.

The phone used to be a device whose main purpose was communication. Now, smartphones 
help us do just about anything: shop, socialize, read a book, do our devotions, take care 
of finances, date, and maintain our health, to name a few. They are shaping the world in 
unexpected ways. It’s easy to react out of fear of the challenges that smartphones present. It’s 
also easy simply to mimic the habits of those around us. Neither of those responses is healthy. 
Instead, we need to recognize the legitimate benefits and dangers of the smartphone and 
assess those within a biblical framework while teaching our “digital natives” to do the same.

Smartphones aren’t all bad, right?
It’s fair to say that the smartphone is an incredible tool for making our lives better. For 
example, the iPhone allows you to share your location with another iOS device. We know of a 
father whose daughter was supposed to meet up with him, but was running late. Because she 
had shared her location, he saw that she was on one of the roads that was on the way to him, 
but that she was stationary. He decided to go to her to find out what was going on and ended 
up discovering that she had been in a serious car accident. Smartphones made it possible for 
him to get help in an emergency faster than he could have otherwise. 

Smartphones dramatically improve the ease with which we can do a lot of tasks. Hotspotting 
(using a phone as a source of wi-fi) allows people to work or attend online classes anywhere, 
even while they’re in transit. Mobile apps enable people to exchange money without needing 
cash or a checkbook. Friends and relatives can easily communicate with each other across the 
the world. We can take pictures of important events without having to remember a camera. We 
can entertain and educate ourselves anywhere through music, videos, or podcasts. If we end up 

http://www.pewresearch.org/fact-tank/2017/06/28/10-facts-about-smartphones/
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stranded somewhere, we can use our phones to order transportation. Really, the activities the 
smartphone makes easier or more convenient are too extensive to continue listing. 

Discussion Questions:
• What are the benefits of the smartphone? What do you think is its greatest advantage?
• What do you enjoy most about smartphones? What do you think people in general enjoy 

most about smartphones?
• How have you seen people use smartphones for good?

How exactly do smartphones complicate our 
lives?

The main benefits of smartphones have to do with the ease with which we can accomplish 
tasks. But we start to run into trouble when we use our devices as the primary way we relate 
to people. When our tools become the main way we conduct our relationships, we expect our 
relationships to have the same instant gratification that our tasks do. The only problem with 
this mentality is that people aren’t machines.

People or Things?
Probably the most obvious concern people point out about smartphones is how much we tend 
to rely on them to the neglect of our relationships. Most of us have likely experienced friends 
or family members being distracted by their phones when we’re having a conversation with 
them. It’s not unusual to go out to eat and see families where the parents and children are all 
on some kind of device. Because we can be constantly connected, we feel like we should be. We 
are afraid of missing something if we put our machines away, even for a few minutes.

But when we prioritize our devices over people, we remain relationally immature. We 
communicate to those around us that we care more about what’s on our phones than we do 
about them. A few years ago, Inc. published an article titled “Why Successful People Never 
Bring Smartphones Into Meetings.” Whether in meetings or in social interactions, continually 
looking at our phones communicates disrespect, disinterest, self-centeredness, and an 
inability to pay attention for very long. Even in this digitally motivated, information-oriented 
world, people still perceive personal contact as highly valuable, perhaps even more than in the 
past because it is becoming increasingly rare. 

Discussion Questions
• Does your phone make it hard for you to pay attention when people are talking to you? 

Why is that?
• Do you feel like you need to be checking your phone all the time? What are you afraid 

is going to happen if you don’t? Are those fears realistic?
• Have you ever been talking to someone who kept checking his or her phone? How did 

that make you feel? How would you want to be treated in that situation?
• What habits can you build that will help you show people that you value them more 

than you value your phone?

Sleep Deprivation and Mental Health
There is evidence indicating that increased screen time might contribute to mental health 
problems and depression. Psychology professor Jean M. Twenge noticed in her studies that not 
only has smartphone use recently increased among teenagers, but teen depression and suicide 
have as well.

Some people are also theorizing that teenage smartphone use is contributing to a decrease in 
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the risky behavior commonly associated with teenage rebellion. For example, as smartphone 
use has increased, teen drug use has declined. Teens overall are less likely to want the 
independence that accompanies driving. Why? Because they are more content to conduct their 
social lives at home through their phones, instead of going out and partying.

It’s poor reasoning to observe trends and assume that one is causing another. But it is possible 
that there are some connections between teen smartphone use, a decrease in risky behavior, 
and increased loneliness. At the very least, it’s fair to conclude that “new media screen time 
should be understood as an important modern risk factor for depression and suicide.”

Studies have also linked smartphones to an increased lack of sleep among teens. Screens and 
LED lighting can make the brain think it’s still daytime and alter its sleep-inducing chemistry. 
Research indicates that using a device right before trying to fall asleep is the worst possible 
time to use it. Such a habit is particularly detrimental to teens, who are in a phase of life when 
they need a lot of rest. Also, more time with screens means less time spent outside on physical 
activity, which can help to make people feel sleepy at night. If smartphones are indeed making 
depression worse, that itself will affect how well teens are sleeping and vice versa.

Discussion Questions
• Have you noticed that using your phone (or any device, including the TV) right before 

bedtime makes it harder for you to sleep?
• Has spending time on your phone caused you to spend less time with people or God or 

on your own self-development?
• Do you ever turn to your phone to avoid loneliness, awkward situations, or conflict 

with others?

Distracted Driving
The need to always be connected is contributing to teens being more dangerous drivers. Of 
course, it’s dangerous for anyone to check his smartphone while driving. One study found 
that 70% of people admitted to doing just that. But teens in particular have expressed a need 
to check their text messages while driving because of FOMO (Fear Of Missing Out). The AAA 
Foundation for Traffic Safety found in 2015 that distracted driving contributes to 60% of 
moderate-to-severe teen accidents.

Discussion Questions
• Do you check your phone while you’re driving? Are there any good reasons for 

checking your phone while driving?
• Do you think you need to change your habits in this area?

Pornography
Pornography is incredibly easy to access online, and smartphones provide the perfect vehicle 
for stealthy viewing. PornHub, one of the biggest porn websites online, tracks the means by 
which people are watching porn on its site. The website has found that mobile porn viewing 
is on the rise. In the year 2016, 61% of users who visited the site did so on mobile phones. A 
study done by researchers in the U.K. found that by age 15, 65% of children were likely to have 
seen pornography online and were as likely to see by it accident (such as through pop-ups) as 
they were to view it because of deliberately searching for it. 

Social media makes it pretty easy to “stumble on” porn. The content in featured Snapchat 
stories, for example, tends to be sexual in nature. Even on Instagram and Twitter where users 
can report inappropriate content, people are fairly vulnerable to viewing something they don’t 
want to see. On Instagram, anyone can tag any type of image with any kind of hashtag. So you 
could search for something as innocuous as #california and see a sexually graphic image. On 
Twitter, all that has to happen is for an explicit account to follow you. These kinds of accounts 
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can be reported and blocked, but it’s not that hard to encounter them if no one has caught 
them yet.

Discussion Questions
• Have you ever come across sexually graphic content online, particularly while using 

your smartphone? If so, how can you avoid that happening again?
• How can you help yourself stay accountable for your actions if you see this type of 

content in the future?

Additional Resource
If you’d like more help dealing with the appeal, effects, and dangers of pornography, check 
out our virtual conversation kit. With an expert interview, a whiteboard training, and a 
Virtual Presentation specifically for teens, this digital resource will help you in your quest to 
disciple your kids to avoid the lies, emptiness, and devastation the porn brings. You can also 
try the content absolutely free for 15 days!

Impact on the Church
Whatever cultural changes occur will inevitably affect the Church, and this principle holds 
true with smartphones. Whereas bringing a smartphone into a church service used to be 
stigmatized, now the practice is normal. 

Smartphones can benefit the church, just as they can benefit society. Churches can connect 
and communicate within their congregations more easily because of smartphones. The Bible 
app makes it possible to read the Bible wherever your smartphone has internet access. But a 
downside of this ability, as one religious leader observes, is that it’s easier for people to use 
the Bible as though it were something more like Wikipedia than holy Scripture. It also makes 
it easier for people to pick and choose what they believe, instead of wrestling with everything 
the Bible says. There’s also the possibility that while reading the Bible on our phones, we’ll be 
distracted by notifications from other apps (can we get an amen?!).

Our tendency to be distracted means that it’s hard for us to focus on pursuing God and practice 
the spiritual disciplines. The fact that information is abundant, fragmented, and not always 
credible makes it more difficult for us to conceive of our lives as part of a bigger story. And 
again, our relationships suffer. It’s easier to hide behind technology instead of experiencing an 
authentic community and discipleship. 

Discussion Questions
• Do you think your phone helps or inhibits your relationships with God and other 

Christians?
• Assess your current habits in the areas of prayer, Bible study, being involved with 

church, fasting, etc. What are ways you can grow in these areas?

So is there hope?!
The challenges we’ve mentioned above all relate to our desire for life to be quick and 
convenient. We want to accomplish tasks more easily—and that’s great, so long as we have 
a healthy work-rest balance. But we also want easy validation, easy community, easy sexual 
gratification, and easy spirituality. Life, lived in this way, hurts us and those around us and 
is ultimately unsustainable. But rather than running away from the smartphone as if it were 
the devil himself, we have to learn to put boundaries around it and let it do what it does best, 
rather than take over our lives. Then we also need to disciple our children into in a healthy 
relationship with their technology.

https://virtual.axis.org/features/#porn
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How should we view smartphones?
Sherry Turkle, author and founding director of the MIT Initiative on Technology and Self, once 
said, “Technology is not good or bad. It’s powerful, and it’s complicated.” And that’s how we 
tend to think of smartphones. They’re not inherently bad or good; they’re merely a neutral 
tool that can be used for either purpose. But is that actually true?

In Genesis 1, God commanded the man and woman to cultivate the earth. Smartphones, like 
all tools we have created, are just one way humans have cultivated the earth. That cultivation 
is part of the way God designed the earth to flourish, so any act of cultivation is part of that 
“very good” order He created. But, as we all know, this very good world has been subjected 
to the curse since Adam and Eve choose to rebel against God’s very good commands. Thus, 
cultivation—and therefore all technology—is affected by the curse. So rather than being 
neutral, smartphones are very good, but cursed.

Recognize that when we misuse our phones, we are trying to fulfill desires that God gave us, 
just in wrong ways. God made us to worship Him, to seek His approval and validation. He 
made us for community. He wants us to live for something beyond ourselves. He made us to 
create and to participate in culture. Let’s allow that knowledge to help us be compassionate as 
we try to disciple our teens meet those desires in healthier and more biblical ways.

How should that inform how I parent my kids?
We know people who have decided to raise their children in device-free households. While this 
choice might seem drastic, we think it’s a valid decision for families to make and has a lot of 
positive aspects to it. But most families will instead try to figure out how to use smartphones 
wisely. Here are some suggestions for how you can foster good smartphone habits in your 
families. 

Model Good Smartphone Behavior
Anything we want to teach our kids we need to live out ourselves. It might hurt a little, 
but let’s first take an honest look at our own phone use. Do we have our phones with us 
constantly? Do we check it all the time, no matter where we are or who is around us? Our kids 
are more likely to adopt the behavior that we model for them over what we explicitly teach 
them. We need to behave how we want them to behave. 

When to Get Your Child a Smartphone
There is no single, black-and-white answer to the question of when to get a child a 
smartphone. Besides considering the following list of factors, you’ll also need to take into 
account what you know about the personalities and integrity of your children. 

Legal Issues
There is an argument for not letting children have smartphones before age 13 because 
it’s illegal for sites to collect information from kids younger than that without parental 
consent. In 1999, the Federal Trade Commission enacted the Children’s Online Privacy 
Protection Act (COPPA), which was updated effective July 2013. The law states that 
parental consent is required in order for children under age 13 to provide any personal 
information to pretty much any online service they might find appealing. Find out more 
about the COPPA law, including guidance for parents and how to report violators, at this 
FTC link and at OnguardOnline.com.

http://www.mit.edu/~sturkle/
http://www.coppa.org/
http://www.coppa.org/
https://www.ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently-asked-questions
http://www.onguardonline.com


Other Considerations
The website Protect Young Minds has an excellent resource at the end of the article “5 
Reasons Why Social Media Is Not Smart for Middle School Kids.” You can enter your 
name and email address for a free download of a PDF titled, “Is My Child Ready for a 
Smartphone?” This resource has 10 questions for you to ask to determine the answer. 

Many parents are motivated to give their children phones so they can track their 
locations or contact them in an emergency. If these are your reasons for potentially 
getting your child a phone, consider whether a cell phone that is not a smartphone could 
meet those needs (or perhaps a smartwatch like these for younger kids).

You should also evaluate your child’s current attitude toward your rules. All children 
will cross parental boundaries at some point. But if your kids already don’t follow your 
rules without a smartphone, there’s no reason to expect they’ll follow them with a 
smartphone. And there’s no reason to reward bad behavior, either. 

Expect that both you and your kids will feel social pressure to get a phone. They will 
have friends who have smartphones at young ages, and you might feel like you’re being 
a bad parent for withholding one. It is difficult to deal with this tension, and it’s valuable 
to empathize with their desire to fit in like this dad did (paywall). But remember that 
what matters most is honoring God, having wisdom, protecting them appropriately, and 
discipling your children well.

How do I prepare my child for getting a smart-
phone?

Talk About Its Intended Use
Make sure that from the get-go you establish rules for the phone’s use, as well as who is 
responsible for it. Some questions to ask your kids are:

• Why do you want a phone? 
• Who’s going to pay for the phone (the contract, accessories, applications, online 

purchases, etc.)?
• What are you going to do if your phone gets lost or breaks?
• What rules does your school have about phones? Are you willing to follow them?
• What should I be most/least worried about when it comes to your smartphone use?
• How are you going to keep yourself accountable for using your phone appropriately?

Protect Young Minds recommends that you make sure your kids have a good understanding of 
the dangers of sharing information online, of pornography, and of sexting. Ask questions such 
as: 

• Are you ok with me seeing your texts, and if not, why not? (Note: if you’re paying for the 
phone, you should have the freedom to check it at any time.)

• What kind of information should you never share online?
• What are the “red flags” that should warn you against communicating with someone 

online?
• What’s ok to send in a text message, and what’s not? (Think beyond sexting here. What 

types of conversations should never happen over text message, even if they’re ok face-
to-face?) 

• When does texting become sexting? 
• Besides the legal issues, what could happen as a result of sexting or cyberbullying? 

https://protectyoungminds.org/2018/01/18/social-media-not-smart-middle-school-kids/
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• How would you respond if you received a sext? 
• What are the best ways to protect yourself online?

To help them use the phone as a tool, rather than a substitute for real relationships, you could 
ask:

• How important is your online image to you? What would be signs that you’re too focused 
on your online image?

• How could your phone interfere with your friendships? How could it interfere with your 
family relationships? Are there any ways it could help those relationships?

• How could your phone interfere with or help your relationship with God?
• How might your phone get in the way of you learning new skills or hobbies?
• How are you going to steward your phone well and not let it dominate your life?

Communicate Your Expectations from Day One
Consider having a contract with your teens about how you expect them to use their 
smartphones. Here are some suggestions for what you might, or might not, include in the 
contract:

• Limit phone use at first. As they get older, allow them to earn more and more freedom by 
proving they can steward their phone well. Set a goal as to when your teens will have full 
use of their phones, perhaps by their senior years of high school. 

• Don’t demand to know all of your teens’ usernames and passwords. It’s easy to change 
these, and the request will only bring tension to your relationships. 

• Have a family policy to charge phones outside your bedrooms, both for health reasons 
and for accountability.

• If you are paying for your teenagers’ phones, randomly check them to help keep your 
kids accountable. If you are not paying for the phones, have other, specific guidelines in 
place for accountability.

• Keeping in mind that filters have their limits, it’s a good idea to have some filters for 
blocking unwanted content and controlling browsing abilities. Some to consider are 
Covenant Eyes and OpenDNS. See our list of resources below for further suggestions.

Ok, my teen has had a smartphone for awhile, 
and I didn’t do some or all of the things above. 
Now what?

Start Smartphone Discipleship
Besides praying for them, having ongoing conversations with your teens is probably the most 
important step you can take. If you get to know them and invest in them spiritually, you will 
have a better understanding of where their hearts are and a better ability to help them make 
good decisions. Your teens really do want a close relationship with you, even if they act like 
they don’t. 

Be aware that you have a valuable resource if your teens have older, mature siblings. Siblings 
will often tell each other information they wouldn’t share with their parents and will often 
listen to each other over their parents. We’re not advising you to try to pry for information 
your children have shared with each other in confidence. Rather, recognize the influence older 
siblings have over younger ones, and do what you can to encourage this influence in a positive 
way.

http://www.covenanteyes.com/?idev_id=1118
https://www.opendns.com


Make Prayer Your First Priority
God knows everything that is going on with your kids, and He is faithful and powerful. There 
are numerous places where the Bible encourages us to seek the Lord in prayer. You cannot 
control what your kids do or keep all the evils in the world away from them. But you can bring 
your worries and concerns to the Father, and He will listen. Raising your children is a spiritual 
battle, and the Lord is on your side. 

A Few Other Habits You Could Cultivate
• Establish regular “screen free” time as a family. Make a habit of doing activities together 

that you all enjoy, and leave the phones at home or in another room. 
• Join your teens online. Is there a messaging app they really like using? Communicate 

with them on it. Sit next to them while they scroll through their social media silliness 
and photos. Even when they laugh at your attempts to be hip, they’ll appreciate the 
effort.

• Brainstorm ways to use smartphones for good. You could set a goal to text at least one 
person per day with an encouraging message or do a smartphone scavenger hunt. Be 
creative and have fun.

Don’t Be Shocked If They Push Your Boundaries
If you find out your son or daughter has used a smartphone inappropriately, don’t panic. 
Control your temper, and ask open and honest questions. Do administer consequences, but 
also use the experience as a teaching moment. We know a mom and dad who did this really 
well. They found out their teenage son was secretly dating a girl. He had been texting her on 
his smartphone and bad-mouthing his family. The parents discovered his secret when they 
randomly checked his phone. They then sat down with him and read the entire history of the 
conversation aloud. They used the discovery, among other things, as an opportunity to show 
their son how unhealthy his relationship was and what a healthy relationship would look like.

Final thoughts
Teens today need the same assurances as past generations of teens. They need unconditional 
love and support from their parents. They need healthy friendships. They need to know that 
their worth comes from God, who wants them to flourish. 

Smartphones can help people to connect and can be a wonderful tool for learning and growth. 
But they are a poor substitute for coping skills, emotional intelligence, worship, self-care, and 
a good night’s sleep. Use the smartphone to grow your relationships with your teens and to 
faithfully guide them to godly maturity.

Note: For specifics on setting up parental controls on Android and iOS devices, as well as dealing with 
teens who keep finding ways around parental controls, we highly recommend our “Parent’s Guide to 
iOS” and “Parent’s Guide to Android.”

Additional resources
(NOTE: These links are provided as examples of many available helps for parents. We do not endorse any 
particular resource and encourage parents to research others, as needed.)

Common Sense Media
“Children and Media: Tips for Parents,” American Academy of Pediatrics, AAP.org

https://www.commonsensemedia.org/cell-phone-parenting
https://www.aap.org/en-us/about-the-aap/aap-press-room/pages/children-and-media-tips-for-parents.aspx


“Teens and Distracted Driving”: StateFarm.com
Family Online Safety Institute: FOSI.org
“Top 10 Best Smartphones for Teens in 2017”: Review168.com
“8 Best Phones to Buy for Kids” from Lifewire.com, July 2017
“5 Best Phones for Kids”: DigitalTrends.com, June 2017
“2017 Ultimate Guide to Apps for Parents”: NetSanity.net
“50 Monitoring Apps for Parents of Teens”: TCCRocks.com
The Tech-Wise Family: Everyday Steps for Putting Technology in Its Proper Place by Andy Crouch, 2017
12 Ways Your Phone Is Changing You, by Tony Reinke, foreword by John Piper
52 Ways to Connect With Your Smartphone-Obsessed Kid by Jonathan McKee, 2016
The Teen’s Guide to Social Media & Mobile Devices: 21 Tips to Wise Posting in an Insecure World by 
Jonathan McKee, 2017 
Teen Cell Phone Contract, a sample smartphone agreement between parents and their kids in 
PDF format, JoshShipp.com
“Analysis: Teens are sleeping less. Why? Smartphones”: PBS.org
Bark, an app for tracking texting and social media activity
Circle, a device that helps put healthy boundaries on device activity
Forcefield, an app for tracking and limiting time spent online
Qustodio, an app for tracking and limiting time spent online
Screentime, an app for tracking and limiting time spent online
Connect Safely website
Protect Young Minds website
Teen Online & Wireless Safety Survey
The Online Mom website
U Know Kids website
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http://www.cox.com/wcm/en/aboutus/datasheet/takecharge/2009-teen-survey.pdf
http://www.theonlinemom.com
https://www.uknowkids.com
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Every day, every hour, the 
parents are either passively 
or actively forming those 
habits in their children 
upon which, more than 
upon anything else, future 
character and conduct 
depend.

“

—Charlotte Mason

http://www.azquotes.com/quote/1360041


What does “OS” mean?
It stands for “operating system.” Essentially, today’s smartphones 
and tablets are handheld computers. The minute we turn on a 
smartphone, computer, tablet, video game console, or even a 
graphing calculator, an OS fires up. The OS runs the device, allows 
the integration of features and apps, provides the user interface, 
and keeps the device running smoothly. A mobile OS also connects 
a smartphone, tablet, or wristwear device to its wireless carrier 
(Verizon, AT&T, etc.) and to Wi-Fi networks. Current smartphone 
operating systems include Google’s Android, Apple’s iOS,  
Microsoft’s Windows Mobile, Nokia’s Symbian OS, and Blackberry’s 
RIM.

Not sure which OS is running on a device? The name and version of 
the device’s operating system is available under Settings > About 
Device (see photo).

Android: Phone or Sentient Robot?
21st-century parents have to figure out all kinds of digital technology, even if we’re not 
particularly “techie” by nature. It’s similar to when we worry about helping a high-schooler 
with algebra when we ourselves are lousy at math. We can send them to tutors when they grow 
beyond our experience in math, but digital tech doesn’t allow us that same luxury of delegation. 
It’s vitally important that we know (and keep learning) what our teens’ devices do, how they 
work, and how they’re being used.

Despite what it may seem like, not everything or everyone on the Internet is out to get our kids, 
and a few simple strategies implemented via the device’s operating system can quickly and 
regularly protect them from violent content, identity thieves, cyberbullies, porn, and sexual 
predation. Use these efforts in tandem with relational techniques aimed at connection instead of 
control, and the device becomes a way to strengthen the parent-child bond while still allowing 
us to prioritize their health and safety.

What should I know about Android OS?
Android OS, by far the most-used mobile operating system on earth, controls more than 80% 
of the mobile OS market. The Apple OS (known as iOS) makes up the rest. As we mentioned, 
there are others, but no other system even comes close to the Android in terms of popular 
usage. More than a billion smartphones containing the Android system shipped in 2016 alone, 
and while the iOS works on about 60 devices, more than 18,000 different Android-compatible 
devices exist.

Android’s widespread usage results from its “open-source” format, which makes it compatible 
with an enormous variety of features and apps. Any hardware manufacturer can build a device 
to run the Android OS, unlike iOS, which strictly limits compatibility to their own products.  

With respect to parenting, the online buyer’s guide Laptop Mag insists Android offers superior 
parental controls to those offered by Apple’s iOS. Their reasoning: iOS provides some basic tools 
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limited to Web-content blocking, but Android’s open-source OS allows developers of protection 
options more creativity and deeper access. Parents can manage the entire device’s operation, 
instead of just individual functions, apps, or browsers. Many Android devices come standard 
with extended parental controls, including the ability to hide certain apps, schedule when the 
device can be used, regulate who can call or text to and from the device, and notify a parent 
when the user arrives or leaves a certain location.

How do I set up parental controls on an Android 
device?

In an ideal situation, parents set themselves up as the primary user on an Android device, 
then add the teen as a secondary user (though some Android manufacturers have disabled 
this feature, so check online to see if you specific device offers this). This allows the teen to 
customize it, including the installation of wallpapers or apps, without changing the device’s 
primary functionality or limits. On Android OS, the second user will need a Google account, 
which can be created while setting up the secondary user profile.

Parents can also implement controls on individual Android services—pre-installed on all 
Android devices—to help protect their teens and manage usage. Location settings on the device 
can help a parent find the child when he/she is away from home, or parents can turn the 
location service completely off to prevent predators from hacking the device and locating the 
child. 

Android also offers a photo sync function that backs up photos to Google automatically; 
some parents find this a convenience, but it can make the photos vulnerable to information-
thieves and predators. (A teen’s photo collection provides personal information about his/her 
habits, friends, hobbies, schedule, hangouts, and other details helpful to predators in striking 
up a conversation, showing interest, aligning themselves with a child’s favorite things, and 
eventually gaining trust.) Parents can decide whether to use the sync function to review the 
photos taken on the device, or if they’d prefer to turn the function off to restrict access.

As mentioned, Android’s “open-source” system can host a huge variety of downloads from 
sources other than the Play Store. The following instructions show how to regulate these third-
party downloads.

Note: Because not all Android devices are set up in the same way, your device may differ from 
these instructions. If so, simply search online for your device’s name, the operating system, 
and the function you’re trying to complete.

Add a secondary user:
1. Tap the Settings icon to open the menu.
2. Tap Users & Accounts (or Cloud & Accounts, depending on the 

device). The accounts already added to the device should now be 
visible.

3. Tap Add User. The system will provide instructions on how 
different user accounts work. Tap OK after reading them, then tap 
Set Up Now.

4. Unlock the phone, if necessary. The system will then provide more 

(or similar) = Settings app

https://android.gadgethacks.com/how-to/android-basics-set-up-multiple-user-accounts-same-device-0168597/


important information to know about setting up secondary users; tap Continue after 
reading these.

5. Enter the email and Google password for the second user. (If the user does not have a 
Google account, tap More Options to create it for them.)

6. Read the information given and tap I Agree.
7. A list of Google services will appear. Tap applicable checkboxes to add or remove options, 

then press Agree.

Switch between users:
1. Swipe down from the top of the device’s home screen. 
2. Locate and tap the appropriate icon (it’s a white silhouette of a person on a colored circle).

Regulate use of the App Store:
3. Access the appropriate user account (see above).
4. Open the Play Store (it’s a multicolored triangle icon, right).
5. Tap Menu, then Settings.
6. Tap Parental Controls, then tap the switch to activate them.
7. Choose a PIN, tap OK, type it again, then tap Continue. This prevents alteration of the 

controls by anyone but the primary user.
8. Age-ranges may now be set for each content type, or content may be restricted altogether, 

as you choose.

Require a PIN for purchases:
1. Open the Play Store and tap the Menu        icon. 
2. Tap Require Authentication for Purchases. Choose how often 

authentication will be necessary to buy anything on the device.

Turn location services on or off:
1. Tap Settings, then tap Security & Location.
2. Turn Location on or off, as desired.

Turn photo sync on and off:
1. Open the app drawer on the device (see photo).
2. Swipe through the app collection to find Photos or Google Photos. Tap to open the 

app.
3. Tap the Menu icon        (typically three horizontal lines in the top-left corner of the 

screen, often referred to as the “hamburger”) to open the left sidebar.
4. Tap Backup & Sync to turn the function off and on (it will turn blue when it’s on).

Regulate downloadable apps from other sources:
1. Tap Apps, then Settings, then Security (or Settings then Lock 

Screen & Security on Samsung devices).
2. Tap the Unknown Sources switch to turn it off (left, no color)        

and on (right, color).
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But my kids can get around all of this, right?
Unfortunately, if a teen wishes to get past the controls on their device, the Internet too easily 
provides detailed instructions on how to do so. Even if a teen does not personally know how to 
bypass security settings, most likely their friends can show them how. Some teens make it their 
business to keep up with new tech and online developments so they can sidestep limitations 
quickly and at will. 

And, if they’re desperate, many young people will simply reset their devices to factory settings 
to wipe out the limitations placed on it. Although this action clears everything on the device, 
a user can save the device’s information to a Mac computer via a USB cable or a cloud service. 
Then, after the reset, they simply reload whatever they want back onto the device—minus the 
parental controls. 

Other methods readily allow savvy teens to hide their internet activity and browser history. 
These include installing VPN (virtual private network) software, “proxy sites” which divert the 
device’s activity to a different server (similar to using a neighbor’s wi-fi), installing a hidden 
browser on their device, and even using Google Translate as a crude proxy site. But, of course, 
even if we could prevent our kids from going through all this and have their phones set up 
with perfect boundaries and controls, they can always just log into their accounts (or create 
new ones) on a friend’s phone later. Or, as a parent recently told us, friends can give their old 
phones to our kids, which they can then keep hidden from us, and we would be none the wiser.

What do I do if my teen keeps finding ways 
around parental controls?

If a teen is a repeat offender, we feel your frustration and pain! It can be so grinding to have a 
child who sees boundaries as simply another challenge to overcome. And while we admire their 
perseverance and creativity, this desire to subvert authority may point to a deeper issue.

True or false: The stricter the parent, the sneakier the child. What do you think? When we ask this 
of parents at our live events, mothers typically respond that they think it’s true, while fathers 
typically think it’s false (there are exceptions, of course). Obviously every child is different, and 
just because you might be strict doesn’t mean all your children will react to you the same way. 
We think it depends on our view of sin.

If we view sin as something to avoid at all costs, something that shows how terrible a person is 
and how they’ve failed, then we will parent our kids that way. If they’re caught in sin, we will 
punish them, tell them how disappointed we are, and tell them we expected better behavior 
out of them. They may be filled with shame and regret, especially if they still desire to partake 
in that sin (e.g. just because someone gets caught drinking doesn’t mean they didn’t enjoy the 
activity and won’t want to do it again). So rather than disappoint mom or dad again, they find 
ways to continue that behavior without mom or dad finding out. They become sin-concealers.

However, if we view sin as a symptom of an underlying issue rather than as the problem 
itself, we’ll take a different approach when dealing with it. When a child is caught deliberately 
choosing to sin, rather than reacting out of anger and disappointment, we’ll take the time to 
talk to them about why they chose that behavior or action, how it affected them, and how it 
impacted others (in addition to allowing them to experience the consequences of their actions 
through lost privileges and other punishments). Then we’ll also help them see how choosing 
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that sin is actually choosing to settle for less than God’s best for their lives, even though it may 
seem on the surface to be satisfying. By having these conversations with them, we help them 
view sin for the life-stealing, negative thing it is, as well as help them desire what God desires 
for them. In so doing, they will learn to be sin-confessors, i.e. children of God who “hate what 
is evil,” no matter what enticing form it takes, and who “cling to what is good” (Rom. 12:9). 
So much of the journey toward spiritual maturity is dying to the old self and taking on our new 
creation in Christ. 

When it comes to smartphones and the boundaries we put in place for our kids, we need to 
help them see them for what they are: boundaries that protect them and keep bad things out. 
Too often we’ve spoken to teens who felt that their parents only put limits on their phone use 
because their parents hate fun, are cruel, or are scared of smartphones (or maybe all three). But 
we’ve also spoken to many parents who are desperate to help their teens find true, fulfilling 
community or to keep them from being bullied or to find lasting joy. So there’s a disconnect. 
The only way to bridge the gap is to talk our kids about why we do what we do and to allow 
them to talk to us about how our imposed boundaries make them feel.

G.K. Chesterton wrote, “The more I considered Christianity, the more I found that while it had 
established a rule and order, the chief aim of of that order was to give room for good things 
to run wild.” Think of ways to help your rebellious teen see boundaries from that perspective. 
Instead of seeing limits as punishment, help them realize that boundaries are designed to keep 
them safe. You give them boundaries not because you don’t trust them, but because you love 
them and want what’s best for their lives. And never forget that, as powerful as smartphones 
are, they are no match for the power of our God as His spirit prompts, teaches, admonishes, 
and leads them in navigating this challenging technology. 

Finally, we must remind our teens that while we parents are paying for the phones and they’re 
living under our roofs, they don’t own the devices; we do. So if they continue to abuse their 
phone privileges, then we will continue to revoke those privileges until they can regain trust 
and prove that they’re trustworthy. As with any tool or technology we have access to, our use of 
smartphones is a privilege, not a right.

How can I make the most out of Android OS?
Keep the device reasonably updated. Take advantage of emerging technology and stay alert to 
the newest hazards by installing regular updates to the iOS on the teen’s device. Most casual 
tech users feel tempted at some point to leave an older version on their device, thinking it 
might be more difficult than it’s worth to update and learn the new one. Maintaining effective 
security measures on the device is the most compelling reason to keep it updated. Older 
versions will eventually lose access to tech support, won’t download 
newer apps, and more easily fall prey to online threats and identity 
thieves.

Android OS offers regular, automatic updates. When notices of these 
appear on the device, simply agree to install them as instructed in the 
notification. Users can also check for updates manually under Settings 
by choosing System Updates, then Check For New System Update (see 
photo; again, this varies by device). 

Learn the navigation system. The Android OS uses a common set of 
cross-functional icons to simplify user access. For example, a vertical 
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set of three dots indicates a list of actions (like a menu), a star-shape indicates a “favorite,” 
and the “hamburger” icon opens the navigation tools on most Android apps. It also helps to 
become adept with the Android touchscreen functionality (tapping, double-taps, long-press or 
tap-and-hold, swipe, pinch or spread). Here’s an easy-to-understand cheat sheet for Android 
OS written by the people who bring us the popular “For Dummies” series of reference books. 
It provides tips, tricks, and ways to get support while interpreting the most common icons, 
navigation, and screen operations.

Use strong passwords. Increase the effectiveness of a password by adding numbers, symbols, 
and mixed-case letters. Avoid easy-to-guess information or personal information (like birth 
dates or the word “password”), and update them every six months.

Use tracking and control apps if Android OS doesn’t offer enough protection. Android’s open-
source format makes hundreds of parental control apps available for download, many more 
than any other operating system. Consider Google’s FamilyLink, Bark, TeenSafe, and others. 
Some apps even contain regularly updated algorithms to alert parents of signs of depression, 
online predators, bullying, sexting, school safety threats, pornography, and harmful online 
content. Internet browsers (like Google Chrome and Mozilla Firefox) also offer their own 
filtering systems; research free browser filters with this reference from Common Sense Media. 

Observe your teen, and trust your instincts. It’s easy to get caught up in the accusations 
and generalizations made about teen media and device usage, but no one really knows a kid 
better than his/her parent. The level of digital privacy appropriate for a teen depends on 
his/her personality, behavior, emotional development, well-being, social activity, and their 
ever-changing desire for freedom. A teen who behaves in a socially balanced way, maintains 
an honest relationship with her family, and primarily uses tech as a tool may require less 
monitoring on his/her device than one who is naturally shy and tends to socially isolate. 
Similarly, a parent may need to limit the digital privacy of a child who struggles with authority 
figures, while another parent may allow a 13-year-old to take a smartphone with him on the 
bus when he travels to soccer tournaments but not to school.

Know all account names and passwords.  Every teen must understand they cannot expect 
absolute privacy on their devices, and parents are always well within their rights to observe 
and monitor their children’s tech usage. Any indication that a child may hurt themselves or 
someone else warrants a complete review of their digital presence. As mentioned, a parent 
can best monitor and manage the use of a smartphone or other mobile device when he/she is 
designated as the device’s primary user. The parent can then create a secondary user profile for 
the teen while managing overall access to content, downloads, apps, purchases, callers, texts, 
and pretty much anything else via the device. 

If this designation isn’t possible or optimal, however, parents need complete and regularly 
updated access to the teen’s device and everything on it. Near the end of this Parent Guide, 
we’ll give ideas about how to partner with our kids to do this well, i.e., how to maximize the 
benefits and minimize the relational damage. A Manhattan psychotherapist shared this story 
about kids and digital privacy:

 A lot of kids who come into therapy will say their mom is always texting them and asking where 
they are. Interestingly, I’ll say, “How about your mom won’t hound you, or embarass you in front 
of your friends, if you let her use a tracker.” They don’t skip a beat and immediately say okay, he 
says. Plus, he adds, if a kid is “dead against” the tracker, that could be a sign that something’s 
wrong.
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Is it possible to completely protect a teen from 
risk or to prevent access to undesirable content 
via their iOS device?

Unfortunately, no. What’s possible and much more effective, though, is to teach teens respect 
for the technology, to disciple them into a healthy habits, and to take an active, teachable, 
listening attitude toward what’s important to them. After all, it may seem a teen cares more 
about the device than anything else, but remember the real value is in the connection facilitated 
by the device to their identity, their friends, their family, and their future—the stuff everyone 
really cares about.

As imperative as it is to keep our teens safe and healthy, we will needlessly damage our 
relationship with our kids by constantly monitoring tech use simply out of curiosity or 
asymptomatic worry (or control), especially when we use controls without the teen’s knowledge 
or buy-in. Ultimately, this practice will encourage more sneaking around and undermine 
the development of important character traits like responsibility, trust, self-discipline, and 
honesty. Deceitful parenting places a child in severe physical and emotional jeopardy like 
nothing else, and as we said, we just can’t depend on tech alone to keep our kids safe. 

The best results come from managing a device’s operating system in combination with 
vigilant observation and proven relational techniques. These include open discussion, complete 
disclosure, appreciation of all points-of-view, acknowledgment of good behavior, reasonable 
expectations, and regular check-ins as agreed.  As you implement boundaries, ask God to give 
you discernment of what boundaries work best for each child, when to trust a child vs. when 
they’re not being honest, and when to add or revoke more privileges. And yes, it’s ok to pray 
that your child will get caught in their sin! 

In this way, we change what seems like an overwhelming parental responsibility into an 
opportunity. We get the chance to “train up a child in the way they should go” (Prov 22:6), and 
our kids get the chance to “set an example in speech, in conduct, in love, in faith and in purity” 
(1 Tim 4:12). It’s definitely a win-win.

The bottom line
No parental control algorithms, settings, or apps are a good substitute for you, the parent. 
You know your kid best and therefore can make the best decisions for them as to when to 
get a smartphone, how to implement controls and monitors, how to create an atmosphere of 
accountability, and how they can earn more freedom and responsibility (yes, despite what they 
think, you do know better than they do). 

We’ve all heard the old adage, “Do as I say, not as I do,” but research shows that our children 
are formed far more by what we actually do than what we say. Also, the effects of our teaching 
diminish when we ourselves don’t practice what we preach. Your teens will be much more likely 
to understand and submit to boundaries and accountability if they first see you submitting to 
them as well; that’s why modeling appropriate behavior with our smartphones is so critical. 
None of us is immune to temptation. We all need accountability and, at times, help resisting 
temptation, especially when it comes to devices like smartphones that are designed to be 
addictive. We have a unique opportunity to set a precedent for our teens by being vulnerable, 
having regular accountability checks, and submitting ourselves to the same (or similar) 
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boundaries to which we submit them. 

Pair this with having tough-but-powerful conversations about why you make the decisions you 
make and how they feel about those decisions. Inviting open, honest dialogue is the absolute best 
thing you can do for your kids. The more they feel heard and understood, and the more you can 
help them see the heart behind your decisions, the more likely they are to (eventually) see the 
wisdom and submit to your authority.

But the opposite is also true: The more we simply enforce rules with no explanations, the more 
we restrict, the more we focus on good behavior rather than their hearts, the more likely our 
kids are to disobey, rebel, and do what they think is best—to their own harm and heartache, of 
course. 

The best gift we can offer our kids is an open, honest relationship, one that’s built on trust, 
responsibility, love, and the Gospel. Smartphones are simply part of that relationship—not 
the enemy—and we have an opportunity to disciple our kids into a biblical perspective of their 
phones and how they should fit into their lives.

Note: We highly recommend also reading our “Parent’s Guide to Smartphones” for tips on how to view 
smartphones, how to prepare a child for getting his/her first smartphone, and more.

Additional resources
Everything You Need to Know about Parental Controls, from Common Sense Media
How to Set Up Android Parental Controls, TeamKnowHow.com
Here’s How Google’s Parental Controls for Android Work, Fortune.com
A Parent’s Guide to Smartphones, Axis.org
A Parent’s Guide to Sexting, Axis.org
A Parent’s Guide to Instagram, Axis.org
A Parent’s Guide to Snapchat, Axis.org
A Parent’s Guide to Internet Filtering, Axis.org (coming soon!)

© Axis 2018Axis.org

We’re creating more content every day! If you found this guide helpful and 
valuable, check out axis.org/guides each month for new Guides covering 

all-new topics and for other resources.
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Every day, every hour, the 
parents are either passively 
or actively forming those 
habits in their children 
upon which, more than 
upon anything else, future 
character and conduct 
depend.

“

—Charlotte Mason

http://www.azquotes.com/quote/1360041


What does “OS” mean?
It stands for “operating system.” Essentially, today’s smartphones and tablets are handheld 
computers. The minute we turn on a smartphone, computer, tablet, 
video game console, or even a graphing calculator, an OS fires up. 
The OS runs the device, allows the integration of features and apps, 
provides the user interface, and keeps the device running smoothly. 
A mobile OS also connects a smartphone, tablet, or wristwear device 
to its wireless carrier (Verizon, AT&T, etc.) and to Wi-Fi networks. 
Current smartphone operating systems include Google’s Android, 
Apple’s iOS, Microsoft’s Windows Mobile, Nokia’s Symbian OS, and 
Blackberry’s RIM.

Not sure which OS is running on a device? The name and version of the 
device’s operating system is available under Settings > General > About 
(see photo).

iAmOverwhelmed
21st-century parents have to figure out all kinds of digital technology, even if we’re not 
particularly “techie” by nature. It’s similar to when we worry about helping a high-schooler 
with algebra when we ourselves are lousy at math. We can send them to tutors when they grow 
beyond our experience in math, but digital tech doesn’t allow us that same luxury of delegation. 
It’s vitally important that we know (and keep learning) what our teens’ devices do, how they 
work, and how they’re being used.

Despite what it may seem like, not everything or everyone on the Internet is out to get our kids, 
and a few simple strategies implemented via the device’s operating system can quickly and 
regularly protect them from violent content, identity thieves, cyberbullies, porn, and sexual 
predation. Use these efforts in tandem with relational techniques aimed at connection instead of 
control, and the device becomes a way to strengthen the parent-child bond while still allowing 
us to prioritize their health and safety.

What should I know about iOS?
While Android OS is by far the most-used mobile operating system on earth, controlling more 
than 80% of the mobile OS market, Apple’s OS (known as iOS) makes up virtually the rest of 
the market share. iOS works on about 60 devices and offers unchallenged compatibility between 
them (Apple designed all their devices that way intentionally to make iOS users more inclined 
to only purchase their devices).

All Apple devices come standard with iOS, which has extended parental controls, including the 
ability to hide certain apps, schedule when the device can be used, regulate who can call or text 
to and from the device, and notify a parent when the user arrives or leaves a certain location 
(see below). Also, the iOS Family Sharing feature allows one adult in the household to oversee 
shared features on the devices, and up to six family members can share purchases on iTunes, 
iBooks, and the App Store, as well as a calendar, photo album, and reminders. (It also allows 
you to find a missing device.)
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How do I set up parental controls on an iOS 
device?

Parents can implement controls (called “Restrictions”) on individual Apple services to help 
protect their teens and manage usage. Location settings on the device can help a parent find the 
child when he/she is away from home, or parents can turn the location service completely off to 
prevent predators from hacking the device and locating the child. 

Set up parental controls on an Apple device:
1. Tap Settings app, then General.
2. Scroll down and tap Restrictions, then tap Enable Restrictions.
3. Create a Restrictions passcode (Apple advises parents to choose 

a Restrictions passcode different than the one used to unlock 
the device). You’ll need this to change settings or turn the 
restrictions off, if desired.

4. NOTE: Keep your Restrictions passcode handy. If you forget 
your Restrictions passcode, it is necessary to completely erase 
the device and set it up as a new one in order to remove the old 
passcode.

Change the Restrictions passcode:
1. Tap Settings, then General, then Restrictions.
2. Enter the current Restrictions passcode.
3. Tap Disable Restrictions, then enter the passcode again to confirm you want to disable 

restrictions momentarily.
4. Tap Enable Restrictions and enter a new passcode.

Restrict apps and features:
1. Tap Settings app, then General, then Restrictions.
2. Any app or feature with its slider to the right and showing green is enabled             on that 

device. To disable any app or feature, simply slide to the left            . Examples of apps, 
features, and content that can be restricted:

= Settings App

• Safari (web browser)
• The camera (this disables FaceTime)
• Siri & Dictation
• AirDrop (sending files via bluetooth)
• CarPlay
• iTunes Store (Music, Movies, TV Shows)
• Music Profiles & Posts
• iBooks Store (eBooks)
• Music, Podcasts, News, Movies, TV 

Shows, Books
• Specifically rated content
• Specific websites

• The ability to purchase and delete apps
• Gaming (including multiplayer games)
• The ability to add friends
• The ability to screen-record
• Privacy settings, including location, 

contacts, calendar, photos, Bluetooth, the 
device’s microphone, speech recognition, 
advertising, media library, etc.

• Volume limits, TV provider, cellular data 
use, and similar settings



Prevent purchases from the iTunes Store:
1. Tap Settings app, then General, then Restrictions.
2. Enter your Restrictions passcode (see above if you haven’t set one up yet). 
3. Turn off In-App Purchases. To disable all purchases on the device, turn off iTunes Store, 

iBooks Store, Installing Apps, and In-App Purchases.
4. Purchases can also be prevented by removing any stored payment methods from the 

account.
If you prefers to regulate rather than completely disable downloads from the iTunes or App 
Stores, you can set up iOS to require a passcode for individual downloads. 

Enable Family Sharing:
1. Tap Settings app, then your name (very top).
2. Tap Set Up Family Sharing, then Get Started. (On iOS 10.2 or earlier,  

tap Settings, then iCloud, then Set Up Family Sharing.)
3. Follow the onscreen steps.

Restrict purchases using Family Sharing:
1. Set up Family Sharing as instructed above.
2. Tap Settings app, then Family Sharing.
3. Tap the family member’s name.
4. Tap Ask to Buy. The Family Sharing organizer (you) will now receive a notification when 

a family member wishes to make a purchase or download content. You can approve or 
decline the family member’s activity from your device.

To approve/decline a purchase or download request via 
Family Sharing:

1. Open the notification on the organizer’s device.
2. Review the request for purchase or download from 

the family member.
3. Approve or decline the activity, as instructed 

(approval will require entry of the organizer’s 
passcode).

4. NOTE: Any purchase or download by anyone in the 
Family Sharing group will be accessible by everyone 
else in the group. In addition, if a group member 
downloads a previous purchase, installs an update, or 
uses a redemption code, no notification will be sent to  
the organizer.

But my kids can get around all of this, right?
Unfortunately, if a teen wishes to get past the controls on their device, the Internet too easily 
provides detailed instructions on how to do so. Even if a teen does not personally know how to 
bypass security settings, most likely their friends can show them how. Some teens make it their 
business to keep up with new tech and online developments so they can sidestep limitations 
quickly and at will. 

And, if they’re desperate, many young people will simply reset their devices to factory settings 

https://support.apple.com/en-us/HT201089
https://www.wikihow.com/Get-Around-Parental-Controls-on-the-Internet


to wipe out the limitations placed on it. Although this action clears everything on the device, 
a user can save the device’s information to a Mac computer via a USB cable or a cloud service. 
Then, after the reset, they simply reload whatever they want back onto the device—minus the 
parental controls. 

Other methods readily allow savvy teens to hide their internet activity and browser history. 
These include installing VPN (virtual private network) software, “proxy sites” which divert the 
device’s activity to a different server (similar to using a neighbor’s wi-fi), installing a hidden 
browser on their device, and even using Google Translate as a crude proxy site. But, of course, 
even if we could prevent our kids from going through all this and have their phones set up 
with perfect boundaries and controls, they can always just log into their accounts (or create 
new ones) on a friend’s phone later. Or, as a parent recently told us, friends can give their old 
phones to our kids, which they can then keep hidden from us, and we would be none the wiser.

What do I do if my teen keeps finding ways 
around parental controls?

If a teen is a repeat offender, we feel your frustration and pain! It can be so grinding to have a 
child who sees boundaries as simply another challenge to overcome. And while we admire their 
perseverance and creativity, this desire to subvert authority may point to a deeper issue.

True or false: The stricter the parent, the sneakier the child. What do you think? When we ask this 
of parents at our live events, mothers typically respond that they think it’s true, while fathers 
typically think it’s false (there are exceptions, of course). Obviously every child is different, and 
just because you might be strict doesn’t mean all your children will react to you the same way. 
We think it depends on our view of sin.

If we view sin as something to avoid at all costs, something that shows how terrible a person is 
and how they’ve failed, then we will parent our kids that way. If they’re caught in sin, we will 
punish them, tell them how disappointed we are, and tell them we expected better behavior 
out of them. They may be filled with shame and regret, especially if they still desire to partake 
in that sin (e.g. just because someone gets caught drinking doesn’t mean they didn’t enjoy the 
activity and won’t want to do it again). So rather than disappoint mom or dad again, they find 
ways to continue that behavior without mom or dad finding out. They become sin-concealers.

However, if we view sin as a symptom of an underlying issue rather than as the problem 
itself, we’ll take a different approach when dealing with it. When a child is caught deliberately 
choosing to sin, rather than reacting out of anger and disappointment, we’ll take the time to 
talk to them about why they chose that behavior or action, how it affected them, and how it 
impacted others (in addition to allowing them to experience the consequences of their actions 
through lost privileges and other punishments). Then we’ll also help them see how choosing 
that sin is actually choosing to settle for less than God’s best for their lives, even though it may 
seem on the surface to be satisfying. By having these conversations with them, we help them 
view sin for the life-stealing, negative thing it is, as well as help them desire what God desires 
for them. In so doing, they will learn to be sin-confessors, i.e. children of God who “hate what 
is evil,” no matter what enticing form it takes, and who “cling to what is good” (Rom. 12:9). 
So much of the journey toward spiritual maturity is dying to the old self and taking on our new 
creation in Christ. 

When it comes to smartphones and the boundaries we put in place for our kids, we need to 
help them see them for what they are: boundaries that protect them and keep bad things out. 

https://www.makeuseof.com/tag/7-ways-children-might-bypass-parental-control-software/
https://axis.org/live/
http://biblehub.com/romans/12-9.htm


Too often we’ve spoken to teens who felt that their parents only put limits on their phone use 
because their parents hate fun, are cruel, or are scared of smartphones (or maybe all three). But 
we’ve also spoken to many parents who are desperate to help their teens find true, fulfilling 
community or to keep them from being bullied or to find lasting joy. So there’s a disconnect. 
The only way to bridge the gap is to talk our kids about why we do what we do and to allow 
them to talk to us about how our imposed boundaries make them feel.

G.K. Chesterton wrote, “The more I considered Christianity, the more I found that while it had 
established a rule and order, the chief aim of of that order was to give room for good things 
to run wild.” Think of ways to help your rebellious teen see boundaries from that perspective. 
Instead of seeing limits as punishment, help them realize that boundaries are designed to keep 
them safe. You give them boundaries not because you don’t trust them, but because you love 
them and want what’s best for their lives. And never forget that, as powerful as smartphones 
are, they are no match for the power of our God as His spirit prompts, teaches, admonishes, 
and leads them in navigating this challenging technology. 

Finally, we must remind our teens that while we parents are paying for the phones and they’re 
living under our roofs, they don’t own the devices; we do. So if they continue to abuse their 
phone privileges, then we will continue to revoke those privileges until they can regain trust 
and prove that they’re trustworthy. As with any tool or technology we have access to, our use of 
smartphones is a privilege, not a right.

How can I make the most of out of iOS?
Keep the device reasonably updated. Take advantage of emerging technology and stay alert to 
the newest hazards by installing regular updates to the iOS on the teen’s device. Most casual 
tech users feel tempted at some point to leave an older version on their device, thinking it 
might be more difficult than it’s worth to update and learn the new one. Maintaining effective 
security measures on the device is the most compelling reason to keep it updated. Older 
versions will eventually lose access to tech support, won’t download newer apps, and more 
easily fall prey to online threats and identity thieves.

iOS offers regular notifications of available updates. When these notices appear on the device, 
simply agree to install them as instructed in the notification. These can also be installed 
manually.

Manually install an iOS update: 
1. Connect the device to the Internet via Wi-Fi.
2. Tap the Settings app, then General, then Software Update.
3. Tap Download and Install. A message may appear requesting 

to remove apps temporarily to allow more space on the device 
for the update; choose Continue or Cancel. Any apps removed 
during the update process will be reinstalled once complete.

4. Tap Install to activate the installation immediately, or tap 
Later and choose when the update should install automatically.

5. Enter your passcode as requested (the passcode used to unlock the device, not the 
restrictions passcode).

https://www.goodreads.com/quotes/1269527-and-the-more-i-considered-christianity-the-more-i-found


Learn how to navigate an iOS device. iOS uses a screen called “Control 
Center” to organize the device’s common settings and features (see photo). 
To access it, swipe up from the bottom of the screen, then simply tap the 
appropriate button or slider to adjust the setting. When finished, swipe the 
top of the Control Center downward to hide it.

iOS uses a common set of touch-motions in its general navigation to 
simplify user access. For example, pinching in and out on the screen will 
zoom (pinch fingers inward to zoom out, pinch outward to zoom in), while 
double tapping will reset the zoom back to default. It helps to become adept 
with basic touchscreen functionality (tapping, double-taps, long-press or 
tap-and-hold, swipe, pinch or spread). Check out Apple’s list of gestures 
and helpful videos. An easy-to-understand cheat sheet for iOS can be found 
at Dummies.com, the folks who bring us the popular “For Dummies” series of reference books. 
It provides tips, tricks, and ways to get support while interpreting the most common icons, 
navigation, and screen operations.

Use strong passwords. Increase the effectiveness of a password by adding numbers, symbols, 
and mixed-case letters. Avoid easy-to-guess information or personal information (like birth 
dates or the word “password”), and update them every six months.

Use tracking and control apps if iOS doesn’t offer enough protection. Consider OurPact, Norton 
Family Premier, FamilyTime, and others. Some apps even contain regularly updated algorithms 
to alert parents of signs of depression, online predators, bullying, sexting, school safety threats, 
pornography, and harmful online content. Internet browsers (like Google Chrome and Mozilla 
Firefox) also offer their own filtering systems; research free browser filters with this reference 
from Common Sense Media. 

Observe the teen, and trust your instincts. It’s easy to get caught up in the accusations and 
generalizations made about teen media and device usage, but no one really knows a kid 
better than his/her parent. The level of digital privacy appropriate for a teen depends on 
his/her personality, behavior, emotional development, well-being, social activity, and their 
ever-changing desire for freedom. A teen who behaves in a socially balanced way, maintains 
an honest relationship with her family, and primarily uses tech as a tool may require less 
monitoring on his/her device than one who is naturally shy and tends to socially isolate. 
Similarly, a parent may need to limit the digital privacy of a child who struggles with authority 
figures, while another parent may allow a 13-year-old to take a smartphone with him on the 
bus when he travels to soccer tournaments but not to school.

Know all account names and passwords. Every teen must understand they cannot expect 
absolute privacy on their devices, and parents are always well within their rights to observe 
and monitor their children’s tech usage. Any indication that a child may hurt themselves or 
someone else warrants a complete review of their digital presence. Parents need complete 
access to the teen’s device and everything on it. Near the end of this Parent Guide, we’ll give 
ideas about how to partner with our kids to do this well, i.e., how to maximize the benefits and 
minimize the relational damage.

A Manhattan psychotherapist shared this story about kids and digital privacy:
A lot of kids who come into therapy will say their mom is always texting them and asking where 
they are. Interestingly, I’ll say, “How about your mom won’t hound you, or embarass you in front 
of your friends, if you let her use a tracker.” They don’t skip a beat and immediately say okay, he 
says. Plus, he adds, if a kid is “dead against” the tracker, that could be a sign that something’s 
wrong.

https://developer.apple.com/ios/human-interface-guidelines/user-interaction/gestures/
http://www.dummies.com/?s=iOs
http://ourpact.com/#demo
https://us.norton.com/norton-family-premier
https://us.norton.com/norton-family-premier
https://familytime.io/
https://www.commonsensemedia.org/blog/easy-free-browser-hacks-to-make-the-internet-safer-for-your-kid
https://www.commonsensemedia.org/blog/easy-free-browser-hacks-to-make-the-internet-safer-for-your-kid
https://offspring.lifehacker.com/how-much-digital-privacy-should-you-be-giving-your-kids-1821648616


Is it possible to completely protect a teen from 
risk or to prevent access to undesirable content 
via their iOS device?

Unfortunately, no. What’s possible and much more effective, though, is to teach teens respect 
for the technology, to disciple them into a healthy habits, and to take an active, teachable, 
listening attitude toward what’s important to them. After all, it may seem a teen cares more 
about the device than anything else, but remember the real value is in the connection facilitated 
by the device to their identity, their friends, their family, and their future—the stuff everyone 
really cares about.

As imperative as it is to keep our teens safe and healthy, we will needlessly damage our 
relationship with our kids by constantly monitoring tech use simply out of curiosity or 
asymptomatic worry (or control), especially when we use controls without the teen’s knowledge 
or buy-in. Ultimately, this practice will encourage more sneaking around and undermine 
the development of important character traits like responsibility, trust, self-discipline, and 
honesty. Deceitful parenting places a child in severe physical and emotional jeopardy like 
nothing else, and as we said, we just can’t depend on tech alone to keep our kids safe. 

The best results come from managing a device’s operating system in combination with 
vigilant observation and proven relational techniques. These include open discussion, complete 
disclosure, appreciation of all points-of-view, acknowledgment of good behavior, reasonable 
expectations, and regular check-ins as agreed.  As you implement boundaries, ask God to give 
you discernment of what boundaries work best for each child, when to trust a child vs. when 
they’re not being honest, and when to add or revoke more privileges. And yes, it’s ok to pray 
that your child will get caught in their sin! 

In this way, we change what seems like an overwhelming parental responsibility into an 
opportunity. We get the chance to “train up a child in the way they should go” (Prov 22:6), and 
our kids get the chance to “set an example in speech, in conduct, in love, in faith and in purity” 
(1 Tim 4:12). It’s definitely a win-win.

The bottom line
No parental control algorithms, settings, or apps are a good substitute for you, the parent. 
You know your kid best and therefore can make the best decisions for them as to when to 
get a smartphone, how to implement controls and monitors, how to create an atmosphere of 
accountability, and how they can earn more freedom and responsibility (yes, despite what they 
think, you do know better than they do). 

We’ve all heard the old adage, “Do as I say, not as I do,” but research shows that our children 
are formed far more by what we actually do than what we say. Also, the effects of our teaching 
diminish when we ourselves don’t practice what we preach. Your teens will be much more likely 
to understand and submit to boundaries and accountability if they first see you submitting to 
them as well; that’s why modeling appropriate behavior with our smartphones is so critical. 
None of us is immune to temptation. We all need accountability and, at times, help resisting 
temptation, especially when it comes to devices like smartphones that are designed to be 
addictive. We have a unique opportunity to set a precedent for our teens by being vulnerable, 
having regular accountability checks, and submitting ourselves to the same (or similar) 

https://www.biblegateway.com/passage/?search=Proverbs+22%3A6
https://www.biblegateway.com/passage/?search=1+tim+4%3A12&version=NIV
http://fortune.com/2017/10/08/facebook-google-netflix-smartphone-addiction/
http://fortune.com/2017/10/08/facebook-google-netflix-smartphone-addiction/


boundaries to which we submit them. 

Pair this with having tough-but-powerful conversations about why you make the decisions you 
make and how they feel about those decisions. Inviting open, honest dialogue is the absolute best 
thing you can do for your kids. The more they feel heard and understood, and the more you can 
help them see the heart behind your decisions, the more likely they are to (eventually) see the 
wisdom and submit to your authority.

But the opposite is also true: The more we simply enforce rules with no explanations, the more 
we restrict, the more we focus on good behavior rather than their hearts, the more likely our 
kids are to disobey, rebel, and do what they think is best—to their own harm and heartache, of 
course. 

The best gift we can offer our kids is an open, honest relationship, one that’s built on trust, 
responsibility, love, and the Gospel. Smartphones are simply part of that relationship—not 
the enemy—and we have an opportunity to disciple our kids into a biblical perspective of their 
phones and how they should fit into their lives.

Note: We highly recommend also reading our “Parent’s Guide to Smartphones” for tips on how to view 
smartphones, how to prepare a child for getting his/her first smartphone, and more.

Additional resources
Everything You Need to Know about Parental Controls, from Common Sense Media
How to Set Up Parental Controls, Apple.com
Parental Controls: The Ultimate Guide, IMore.com
A Parent’s Guide to Smartphones, Axis.org
A Parent’s Guide to Sexting, Axis.org
A Parent’s Guide to Instagram, Axis.org
A Parent’s Guide to Snapchat, Axis.org
A Parent’s Guide to Internet Filtering, Axis.org (coming soon!)
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We’re creating more content every day! If you found this guide helpful and 
valuable, check out axis.org/guides each month for new Guides covering 

all-new topics and for other resources.
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